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" .!)IPLOMA COURSE IN CYBER LAWS

- Eligibility Jor Admission -

To be eligible for admission, the candidate must be a
uatfz of any cher university, whose degrees are
recongnized as equivalent to the corresponding degrees of

this University. The Candidate should have the basic
knowledge of computer operation.

Duration of the Course 2

Durzftion of the course shall be one academic year
commencing from June only.

Medium of Instruction :

The Medium of Instruction at the Diploma course in
Cyber Law shall be English.
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year, on the dates to be announced by the
Second half examination may be held in case of
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Candidate who obtains atleast 50% of the full marks
‘ option be exempted from that paper

" in a paper shall at his
at subsequent examination. He/She shall, however, have to
pass in the remaining paper of papers in accordance with
standard of passing laid above. such exemption is for six
years only. |
Paper — 1 |
Basis & Regulatory Framework of Cyberworld
1. Computer systems, Significance v computer systems,
' Structural overview of computer system.
2. Data organization, File systems, Data Management.
3. Operating systems, Significance of operating systems,
~ G.U.L (Graphical User Interfase), Types of operating
- systems. d 1
4. Computer Networking, Concept, Types of computer
| s. Communication Techniques, Protocols
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T
elecom Regulatory Authority of India Act 1999,

LT?SAT, International agencies like ITU, WTO & ATP,
censmg 1SSues.

Paper - II
E-Commerce

. Iml‘Odflction, Online business setup. Management of
do;n.am names. Sites, Regulatory & Licensing
requirements, Disclaimers.

A Cont.racts, Online contracts, Types of online contracts,
required term & conditions. Mechanism of transactions
of payment of electronic funds.

3. Consumer protection in the Cyber world, Likehood of

- consumer confusion, Cyber squatting, or Cyber pirates,

- 4. Security and evidences for agreement formed
¢ BALGE O (812 ~
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Paper — III
Information Technology Act, 2000

Historical background, object, Extent, Scope and
Commencerrent of the Act.
Electronic governance

Legal ecognition of electronic records and digital

signatures.

Use of electronic records and digital signatures

in government and its agencies.
Electronic records

Legal recognition of electron records
electromc record and procedure thereto
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Application grant, rejection, renewal, suspensions
and surrender of licence. |

Cyber appellate tribyal

Compositior and Powers of cyber appellate
tribunal

Qualificatiors, tenure, salary, resignation,
feémoval, etc. of office bearers.

Appeals to end from cyber appellate tribunal
Advisory Committee

Offences and penalties Under the Act
Tampering with computer source documents
Hacking with computer system
" ?gb}ication of obscence material
- Misrepresentation
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Web caching , i
Unauthorised modification of computer programmes and

data

Infringement of Intellectual property rights-criminal
liability

The issue of jurisdiction in computer crimes
Pornography on the Internet

Use and abuse of email

Spamming

. Paper - 1V
INTELLECTUAL PROPERTY RIGHTS IN THE
[ CYBERWORLD

1| 1:.' Copyright Act; and the related references conventions
. - ti:eaty
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6. Patents protection, Patents Act 1970, Paris Convention,
| Agreement, (PTC and regionai arrangement).
?Pes. of Patents; business method patent, Software patent.
Application of patents to cyber world & technologies
mvolved.

Patent to design & protection of semi-conductor chips
(Intt?mal hardware computer components) with ref. to
sem;—conductor Intergrated Circuits Layout Design Act,
2000, Washington treaty 1989, TRIPS Agreement.

Papre - V
DESSERTATION / RESEARCH WORK / FIELD
' REPORT
C uide lines for the students :
* on/ResearQh Work/

- el &

e € on a topic
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(b) Demonstration of techno Legal aspects

- (i) Observance of cyber cases.

: (i) Find out on various internet sites, the
institutions,  working for cyber law
enforcements. List out some of the
institutions & their work briefly with
specific cases if any.

(iii) Mention a Cyber crime case, & discuss the
cyber law enforcement in it

(iv) - Important decisions of courts.

- Distribution of marks-

(@ Journal - 80 Marks
(b) ."'{ "’ 20 Marks
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